This paper studies the secure beamforming design in a multiple-antenna three-node system where two source nodes exchange messages with the help of an untrusted relay node. The relay acts as both an essential signal forwarder and a potential eavesdropper. Both two-phase and three-phase two-way relay strategies are considered. Our goal is to jointly optimize the source and relay beamformers for maximizing the secrecy sum rate of the two-way communications. We first derive the optimal relay beamformer structures. Then, iterative algorithms are proposed to find source and relay beamformers jointly based on alternating optimization. Furthermore, we conduct asymptotic analysis on the maximum secrecy sum-rate. Our analysis shows that when all transmit powers approach infinity, the two-phase twoway relay scheme achieves the maximum secrecy sum rate if the source beamformers are designed such that the received signals at the relay align in the same direction. This reveals an important advantage of signal alignment technique in against eavesdropping. It is also shown that if the source powers approach zero the three-phase scheme performs the best while the two-phase scheme is even worse than direct transmission. Simulation results have verified the efficiency of the secure beamforming algorithms as well as the analytical findings.
I. INTRODUCTION

A. Motivation
Cooperative relaying has been shown effective for power reduction, coverage extension and throughput enhancement in wireless communications. Recently, with the advance of wireless information-theoretic security at the physical layer, a new dimension arises for the design of relaying strategies. In specific, from a perspective of physical-layer security, a relay can be friendly and may help to keep the confidential message from being eavesdropped by others, while an untrusted relay may intentionally eavesdrop the signal when relaying. The case of untrusted relay exists in real life. For example, the relays and sources belong to different network in today's heterogenous network, where the nodes have different security clearances and thus different levels of access to the information. It is therefore important to find out whether the untrusted relay is still beneficial compared with direct transmission and if so what is the new relay strategy.
The goal of this work is to study the physical layer security in two-way relay systems where the relay is untrusted and each node is equipped with multiple antennas. Compared with traditional one-way relaying, the problem in two-way relaying is more interesting. This is because by applying physical layer network coding, the relay only needs to decode the networkcoded message rather than each individual message and hence the network coding procedure itself also brings certain security. We will try to address three important questions. First, under what conditions, should we treat the two-way untrusted relay as a passive eavesdropper or seek help from it? This is a challenging problem because different power constraints and antennas configurations may result in different answers. Second, if help is necessary, how to jointly optimize the source and relay beamformers? Typically this would be a non-convex problem and very difficult to solve. Thirdly, would physical layer network coding, originally known for throughput enhancement in two-way relay systems, bring new insights to the new performance metric of information security?
B. Related Work
We first briefly review the existing works related to beamforming design in MIMO two-way relay systems without taking secrecy into account. Then according to the relay being trusted or untrusted, we classify the related work on secure communication in relay systems.
1) Beamforming in MIMO Two-way Relay Systems:
When the source nodes are each equipped with a single antenna, [2] proposed the optimal relay beamforming structure and a convex optimization algorithm to find the capacity region. For the case of multi-antenna uses, the problem is much more difficult. The work [3] showed an optimal structure of the relay precoding matrix and proposed an alternating optimization method (optimize the relay precoding matrix and source precoding matrices alternatively) to maximize the achievable weighted sum rate. Based on another criterion of mean-square-errer (MSE), [4] proposed an iterative method for the joint source and relay precoding design.
2) Trusted Relay:
In this case, the relay is a legitimate user or acts like a legitimate user who will help to counter external eavesdroppers and increase the security of the networks. Most of the work has focused on traditional one-way relaying secret communication (e.g., [5] - [11] ).
Only a few attempts have been made very recently to study two-way relaying secret communication [12] - [16] . Specifically, [12] and [13] investigated the relay and jammer selection problem in the two-way relay networks. The authors in [14] studied beamforming design in MIMO twoway relaying for maximizing secrecy sum rate which is proven to be achievable in [17] . Joint distributed beamforming and power allocation was considered in [15] for maximizing secrecy sum rate in two-way relaying networks with multiple single-antenna relays. Several secret key agreement schemes were proposed in [16] .
3) Untrusted Relay: Untrusted relay channels with confidential messages was first studied in [18] , where an achievable secrecy rate was obtained. A destination-based jamming (DBJ) technique was proposed in [19] , [20] without source-destination link. The performance of DBJ in fading channel and multi-relay scenarios was analyzed in [21] . When the source-destination link exists, authors in [22] discussed whether cooperating with the untrusted relay is better than treating it as a passive eavesdropper. A Stackelberg game between the two sources and the external friendly jammers in a two-way relay system was formulated as a power control scheme in [23] . In [24] , the authors considered MIMO one-way amplify-and-forward (AF) relay systems and jointly deigned the source and relay beamforming using alternating optimization.
[25] examines the secrecy outage probability in one-way non-regenerative relay systems.
From these existing literature, it is found that the problem of joint source and relay beamforming for MIMO two-way untrusted relaying has not been considered yet.
C. Contribution
In this paper, we investigate physical layer security in MIMO two-way relay systems, where the two sources exchange confidential information with each other through an untrusted relay.
The relay acts as both an essential helper and a potential eavesdropper, but does not make any malicious attack. In our previous work [1] , we considered the two-phase scheme. In this extension, we study both two-phase and three-phase two-way relay schemes. In particular, we formulate the joint secure source and relay beamforming design for each two-way relay scheme.
The objective is to maximize the secrecy sum rate of the bidirectional links subject to the source and relay power constraints. Furthermore, we conduct asymptotic analysis on maximum secrecy sum rate of the different two-way relay schemes in comparison with direct transmission.
The main contributions and results of this paper are summarized as follows:
• The optimal structure of the relay beamforming matrix for fixed source beamformers is derived. With this structure, the number of unknowns in the relay beamformer is significantly reduced and thus the joint source and relay beamformer design can be simplified.
• Iterative algorithms based on alternating optimization are proposed to find a solution of the joint source and relay beamformers. These algorithms are convergent but cannot ensure global optimality due to the nonconvexity of the optimization problems.
• Via asymptotic analysis, we show that when the powers of the source and relay nodes approach infinity, the two-phase scheme achieves the maximum secrecy rate if the transceiver beamformers are designed such that the received signals at the relay align in the same direction. This reveals an important advantage of signal alignment techniques in against eavesdropping. It gives a new perspective to achieve the physical layer security, and also lowers the source antenna number requirement for ensuring security.
• It is also shown via asymptotic analysis that when the power of the relay goes to infinity and that of the two sources approach zeros, the three-phase two-way relay scheme performs the best while the two-phase performs even worse than direct transmission.
D. Organization and Notations
The rest of the paper is organized as follows. Section II describes the system model and problem formulations. The optimal secure beamformers for two-and three-phase two-way relay schemes are presented in Section III. Asymptotical results are detailed in Section IV. Comprehensive simulation results are given in Section V. Finally, we conclude this paper in Section VI.
Notations: Scalars, vectors to represent the transmit power of node i ∈ {A, B, R} in two-way direct transmission, two-phase two-way relaying and three-phase two-way relaying, respectively. Throughout this paper, n i denotes the zero mean circularly symmetric complex Gaussian noise vector at node i ∈ {A, B, R} with n i ∼ CN (0, I).
II. SYSTEM MODEL AND PROBLEM FORMULATION
We consider a two-way relay system as shown in Fig. 1 , where two source nodes A and B exchange information with each other with the assistance of a relay node R. The relay acts as both an essential helper and a potential eavesdropper but does not make any malicious attack. Note that the decode-and-forward (DF) relay strategy is not applicable here since the relay is untrusted
and not expected to decode the received signal from the source nodes. As such, we assume the relay adopts AF strategy, which also has low complexity. The number of antennas at nodes A, B and R are denoted as N A , N B and N R , respectively. As shown in Fig. 1 , For simplicity, we only consider single data stream for each source node in this paper. Denote the transmitted symbol at the source i as s i ∈ C with E(|s i | 2 ) = 1, and the associated beamforming vector as q i ∈ C N i ×1 , for i ∈ {A, B}.
Different two-way relay schemes have been studied in the literature [26] , [27] . In this paper, we study the two-phase and three-phase two-way relay schemes. For the purpose of comparison, the two-way direct transmission is also considered in Appendix A, wherein the relay node is treated as a pure eavesdropper [24] , [28] .
A. Two-Phase Two-Way Relay Scheme
In the first phase of the two-phase two-way relay scheme, A and B simultaneously transmit signals to the relay node R. The received signal at relay is,
In the second phase, the relay node amplifies y
2P
R by multiplying it with a precoding matrix F and broadcasts it to both A and B. The transmit signal vector from the relay node is expressed
After subtracting the back propagated self-interference, each source node i obtains the equivalent received signals,
The information rate from node i to nodeī is
where (a) is from the identity |I + AB| = |I + BA|.
The achievable secrecy sum rate [17] of the two source nodes is thus given by,
Our goal is to maximize the secrecy sum rate by jointly optimizing the relay and source beamformers F, q A and q B . The problem can be formulated as
where (8c) is the relay power constraint.
B. Three-Phase Two-Way Relay Scheme
In the first phase of the three-phase two-way relay scheme, source node A transmits. The received signals at the relay R and the source node B are respectively given by
where n R1 and n B1 are the noises at the relay node and source node B in the first phase, respectively.
In the second phase, node B transmits. The received signals at the relay and the source node A are respectively given by
where n R2 and n A1 are the noises at the relay node and source node A in the second phase, respectively.
In the third phase, the relay node R amplifies the received signals y
3P
R1 and y
R2 by multiplying them with F A and F B , respectively. The broadcast signal from the relay is thus
After subtracting the self-interference, the two source nodes obtain the signals as
Combining (12) and (14), we obtain the information rate from B to A as,
Likewise, the information rate from A to B is,
The information sum rate leaked to the untrusted relay can be obtained from (9) and (11):
Thus, the secrecy sum rate is given by
We can formulate the secrecy sum rate maximization problem for three-phase two-way relay scheme as
where (19c) is the relay power constraint.
In these two schemes, we assume that one of the source nodes, say A is responsible for the joint design of source and relay beamformers. After finishing the design, A sends the corresponding designed beamformer to B and the relay. Then, the two source nodes and the untrusted relay will use their beamformers to process the transmit signals.
III. SECURE BEAMFOMRING DESIGNS
After introducing the problem formulations in (8) and (19) for the two-phase and threephase two-way relay schemes, respectively, we now present algorithms to design these secure beamformers in this section.
A. Secure Beamforming in Two-Phase Two-Way Relay Scheme
We first obtain the optimal structure of the secure relay beamforming matrix F. Then we present an iterative algorithm to find a local optimal solution for the joint secure source and relay beamformers. Define the following two QR decompositions:
where
are orthonormal matrices and R 
Lemma 1.
In the two-phase two-way relay scheme, the optimal relay beamforming matrix F ∈ C N R ×N R that maximizes the secrecy sum rate has the following structure:
where A ∈ C min{N A +N B ,N R }×2 is an unknown matrix.
Proof: Note that the relay beamforming matrix F only influences the information rate R 2P AB and R
2P
BA . Therefore, the optimal F that maximize the secrecy sum rate is actually the same to the F that maximizes the information sum rate R 2P AB + R 2P BA . Due to the rank-one precoding at each source node, we have the equivalent channel H i q i from source node i to relay. Therefore, applying the results in [3] , we readily have Lemma 1.
According to Lemma 1, the number of unknowns in F is reduced from N 2 R to 2 min{N R , N A + N B }, which reduces the computational complexity of the joint source and relay beamforming design.
We note that it is not easy to find the optimal solution to the problem (8) . Even after substituting the optimal structure of F (22) into (7), the problem is still nonconvex since the secrecy sum rate is not a convex function of q A , q B and A. Therefore, we optimize the source beamforming vectors q A , q B and the unknown matrix A in the relay beamforming matrix F in an alternating manner. Given q A and q B , we use the gradient method shown in Appendix B to search A. Given F and q i , we can find the optimal qī, where the optimization method is shown in Appendix C. Formally, we present the method in Algorithm 1 as follows. Here, the initial points of the complex vectors q A and q B can be randomly generated as long as they satisfy the given power constraint.
Algorithm 1
Iterative algorithm for secure beamforming in two-phase two-way relay scheme 1: Initialize A, q A and q B .
2: Repeat (a) Optimize A given q A and q B based on gradient method given in Appendix B;
(b) Optimize q B given A and q A according to Appendix C; (c) Optimize q A given A and q B according to Appendix C by swapping A and B;
3: Until the secrecy sum rate does not increase.
Note that the algorithm always converges because the secrecy sum rate is finite and does not decrease in every iteration.
B. Secure Beamforming in Three-Phase Two-Way Relay Scheme
Similar to the two-phase case, we define the following QR decomposition:
is an upper triangle matrix. Then we give the optimal structure of the relay beamforming matrices F A and F B in the following lemma.
Lemma 2.
In the three-phase two-way relay scheme, the optimal relay beamforming matrices F A , F B that maximize the secrecy sum rate have the following structure:
Proof: See Appendix D.
Lemma 2 simplifies the design of two beamforming matrices F i to the design of two beamforming vectors a i . Thus, the number of unknowns is reduced to 2 min{N R , N A +N B }. Note that the number of unknowns in the relay beamforming matrices is the same for two-and three-phase schemes.
Lemma 1 and 2 show that the optimal relay beamforming contains three parts: (i) matching to the received signal; (ii) combination or other operation of the information-bearing signals; (iii) beamforming to the intended receiver. This structure is similar to the optimal relay beamforming structure in other systems, for example, the two-way relaying system without secrecy constraint in [2] , [3] and one-way relaying system with secrecy constraint in [24] . These structure are also used in our following asymptotical analysis.
Since problem (19) is also nonconvex, we adopt the iterative method to obtain a solution where q A , q B , a 1 and a 2 are alternatively optimized until the secrecy sum rate does not increase. The algorithm, denoted as Algorithm 2, is very similar to the Algorithm 1 and omitted.
Since the problems (8) and (19) are both nonconvex, the iterative algorithms presented in the previous section cannot ensure global optimality. However, letting the transmit power on each node approach zero or infinity, we can derive interesting intuitions which lead to the asymptotically optimal solution for secure beamforming. In the next section, we present such asymptotic analysis.
IV. ASYMPTOTIC ANALYSIS
The goal of this section is to find the asymptotical optimal secure beamforming design when the relay power P R approaches infinity. We first present the analysis when the two source powers are also infinite in Subsection IV-A, followed by the analysis when the two source powers approach zero in Subsection IV-B. Finally, we briefly discuss the case where the relay power P R approaches zero. For comparison purpose, the asymptotic result for the direct transmission is presented in this section as well.
A. The Case of High Relay and Source Powers
Proposition 1 (2P). When P R → ∞, P A → ∞ and P B → ∞, the maximum secrecy sum rate of the two-phase two-way relay scheme is, 
Proof: We first prove the following fact:
When P R → ∞, the information rate from i toī in two-phase two-way relay scheme is
To prove (27) , we first plug in the optimal structure of F to (4) and let F = tVAU H where t is a real number. When P R → ∞, we just let t → ∞. Thus,
where (a) is from the matrix inverse lemma and (b) is from QR decomposition (21) . Since nodes A, B and R all have multiple antennas, we have Rank (Gī) ≥ 2 with probability 1 as every element of Gī are drawn from continuous distribution. Therefore, it is always possible to find A such that
is positive definite matrix. Hence,
GīVA approaches positive infinity when t → ∞. As a result, the term q
In addition, it is easy to see that lim
Therefore, we obtain (27) . Substituting (6) and (27) into (7), we obtain the achievable sum-rate as
From (28), we see that to maximize lim
and this upper bound can be approached when P A → ∞ and P B → ∞, i.e.,
Therefore, the problem is transformed to maximizef (q A , q B ), which is to find two vectors with the minimum angle from the column spaces of U A and U B .
For the case N A + N B > N R , with probability one, we can find q A and q B such that
where β can be an arbitrary non-zero real number. Under this condition,f (q A , q B ) can take its maximum value of 1 in (30) 1 . Therefore, substituting the condition (32) into (28), we obtain
At last, we maximize over the possible alignment directions and obtain the first part of Proposition 1.
On the other hand, if N A + N B ≤ N R , we have,
where (a) and (d) are from (26), (b) is from the singular value decomposition of U H B U A and the equality can be achieved by letting
where the upper triangle matrices R i ∈ C N i ×N i are invertible, and (c) is from q [30] and because the entries of the channel matrices are generated from continuous distribution, we have
Consequently, there is no intersection subspace and we have σ max U H B H A < 1. Thus, the proof of Proposition 1 is completed.
Proposition 1 is essentially similar as the so-called signal alignment. In [29] , this technique was first proposed to achieve the degrees of freedom of the MIMO Y channel which is a generalized two-way relay channel with three users. The key idea of the signal alignment is to align the two desired signal vectors coming from two users at the receiver of the relay to jointly perform detection and encoding for network coding. Specifically, if N A + N B > N R , there is intersection subspace between the column spaces of H i with probability one and thus there exists β ∈ R such that (32) holds. As illustrated in Fig. 2 , the secure beamformers at the two source nodes are chosen such that the two received signals align in the same direction at the relay node. Intuitively, aligning the signal vectors at the relay node will hinder the relay node decode the source messages and make the system more secure. After self-interference cancellation, the two source nodes will obtain the desired signal. The maximum secrecy sum rate goes to infinity as the source powers approach infinity. On the other hand, if N A + N B ≤ N R , there is no intersection subspace with probability one and there is an upper bound for the maximum secrecy sum rate. Specifically, U i is the orthonormal basis of the column space of H i . Thus, arccos σ max U H A U B , is the minimum angle between any two vectors from the respect two column spaces. Actually, it is called the minimum principal angle of these two subspaces [31] .
Proposition 2 (3P).
When P R → ∞, P A → ∞ and P B → ∞, the maximum secrecy sum rate of the three-phase two-way relay scheme is,
Proof: See Appendix F.
Proposition 2 shows that the secrecy sum-rate of the three-phase scheme will reach a floor if the untrusted relay has more antennas than the two source nodes.
Proposition 3 (DT). When P A → ∞ and P B → ∞, the maximum secrecy sum rate of the two-way direct transmission scheme is
and the optimal beamforming q
DT i is given in (47).
Proof: This lemma is based on [24, Lemma 7] . Here, we assume that the entries of the channel matrices are generated from continuous distribution. As a result, Rank(H m×n ) ≥ min{m, n} with probability one. In addition, the condition H Lemma 7] is also satisfied with probability one.
As shown in Proposition 3, the secrecy sum-rate of the direct transmission scheme will also reach a floor if untrusted relay has more antennas than the source nodes. This is similar to the three-phase case.
From Proposition 1, 2, and 3, we find that the asymptotic comparison among these three schemes depend not only on the antenna numbers N A , N B , N R but also on specific channel realizations. In the following, we only present the comparison results in two cases. 
Corollary 1. When P R → ∞, and N
Proof: It can be easily verified from Proposition 1, 2 and 3.
Remark 1.
As shown in [24] , [28] for two-way direct transmission, in the infinite power case, the infinite maximum secrecy sum rate needs
Proposition 1 reveals that with the signal alignment techniques at the untrusted relay, the infinite maximum secrecy sum rate only needs N A + N B > N R , which lowers the requirement of the numbers of antennas at the two sources. The result clearly demonstrates the benefits of signal alignment for physical
layer security, which is the unique feature in two-way relaying.
Corollary 2. When
Proof: When N i > N R , we have
where the order notation O (P ) means that O (P ) / P → 0 as P → ∞. Thus, the Corollary 2 follows.
From this Corollary we see that when the number of antennas at each source node is larger than the number of antennas at the relay node, direct transmission performs better than the three-phase two-way relaying at high SNR.
B. The Case of High Relay Power and Low Source Powers
Proposition 4 (2P). When P R → ∞, P A → 0 and P B → 0, the optimal source beamforming vectors of the two-phase two-way relay scheme are
and the maximum secrecy sum rate is
Proof: See Appendix E.
Note that q A and q B are determined by the concatenated channel H H A H B .
Proposition 5 (3P).
When P R → ∞, P A → 0 and P B → 0, the maximum secrecy sum rate of the three-phase two-way relay scheme satisfies 1 2 ln 2 i∈{A,B}
Proof: Substituting the above upper bound and lower bound of lim P R →∞ R 3C iī given in (56) into the (18), we can easily prove Proposition 5.
Proposition 6 (DT).
When P A → 0 and P B → 0, the maximum secrecy sum rate of the two-way direct transmission scheme is, We find that different from the two-phase scheme, the secrecy sum rates of the direct transmission and the three-phase scheme are closely related to the term T 
Therefore, the three-phase two-way relay scheme is better than direct transmission scheme. In addition, R 2P max approaches zero faster than the other two schemes. Thus, the proof of Corollary 3 is completed.
This Corollary clearly suggests that when the two source powers are extremely low, it is the best to apply the three-phase two-way relay scheme for secure transmission.
C. The Case of Low Relay Power
In this subsection, we present the asymptotic secrecy sum rate when relay power approaches zero.
First, we briefly show when the relay power P R → 0, the maximum secrecy sum rate of the two-phase two-way relay scheme R 2P max approaches zero. As the relay power approaches zero, the information rate through the relay link goes to zero, which means that R 2P AB + R 2P BA approaches zero. On the other hand, the information rate leaked to untrusted relay R 2P R is not related to the relay power and does not approach zero. Therefore, the secrecy sum rate is zero when P R → 0.
Corollary 4. When the relay power
Proof: See Appendix G.
Corollary 4 shows that the direct transmission is the best when the relay power is low. In the relay system without secrecy constraint, the similar conclusion hold [32] .
we can now summarize the main comparison results in Table I . Utilizing Table I , we can choose the best transmission scheme under different scenarios.
Note that besides the three schemes we considered in this work, four-phase one-way relay scheme is also possible for secure bi-directional transmission. In this four-phase scheme, the conventional one-way relaying is used twice for communications as A → R → B and B → R → A. It can be shown that this four-phase scheme is the best when P R → ∞, P A → 0 and TABLE I   THE COMPARISON OF THE THREE SCHEMES IN TERMS OF THE MAXIMUM SECRECY SUM RATE. (IN THE TABLE, WE USE 'DT', '2P', '3P' TO DENOTE THE THREE SCHEMES. AND, A > B MEANS THAT SCHEME A IS BETTER THAN SCHEME B.)
PA → ∞, PB → ∞ NA + NB > NR, NA ≤ NR, NB ≤ NR 2P > DT and 2P > 3P (Corollary 1)
Other cases Channel dependent
For the other cases, this scheme is either suboptimal or the comparison depends on the channel realization.
V. SIMULATION RESULTS AND DISCUSSIONS
In this section, we perform simulation for all the cases discussed in section IV and V. In the simulation, we assume that the channel reciprocity holds, i.e.,
The following example of channel coefficients realization (every entry of the matrices is generated from CN (0, 1) distribution) is used to show the asymptotical performance. Note that Algorithm 1 and 2 are not guaranteed to find the optimal solution and the convergent point may be far from the optimal solution. A method to cope with this problem is to randomly generate multiple initializations and choose the one with the best performance. Fig. 3 illustrates the convergence behavior of Algorithm 1 with different initializations. It is seen that when the initialization vectors q A and q B are chosen based on the signal alignment technique, the algorithm converges faster than the case of random generated vectors. Thus, in the rest of our simulation, we choose the asymptotic optimal beamforming vectors shown in Section IV as the initial points of q A and q B . Fig. 4 clearly verifies the importance of signal alignment for security as analyzed in Corollary 1. We see that in Fig.4 the maximum secrecy sum rate of two-phase scheme goes to infinity with the increase of the source powers, while that of the other two schemes reach floors. Under this channel setup, the upper bound of the secrecy sum rate of the direct transmission scheme is about 1.82bps/Hz and that of three-phase scheme is 1.48bps/Hz.
A. High Relay Power and High Source Powers
Case 2) N A = 3, N R = 2, N B = 3: This is an example of the case when N A > N R and N B > N R . As shown in Fig. 5 , the maximum secrecy sum rate for these schemes all approach to infinity as the powers increase. We find that the direct transmission scheme is the best. This agrees with our analysis in Corollary 2. Actually, as shown in (38) and (39), the degrees of freedom of the direct transmission scheme is one and the degrees of freedom of the three-phase scheme is 2 3 . In this case, although the signal alignment of the two-phase scheme is feasible, the direct transmission scheme is better than the two-phase scheme. Fig. 6 . It is shown that the two-phase scheme is the best. We also plot the curve for two-phase scheme when P R = 50dB. The curve can approach the upper bound more closely than the curve when P R = 40dB. This implies that to approach the upper bound given in (25), we need the powers of all the three nodes go to infinity and the relay power should be much larger than the source powers. In this case, although the signal alignment of the two-phase scheme cannot be achieved, the two-phase scheme is better than the direct transmission scheme.
From Fig. 4 and Fig. 6 , we can see that increasing the number of antennas at the relay reduces the performance. This is in contrast to the relay system without secrecy constraints, where with more antennas at the relay, the performance will be better. Fig. 7 shows the performance of three schemes when P R = 40dB and the source powers are low. We find that the two-phase scheme is much worse than the other schemes and three-phase scheme is better than the direct transmission scheme, which verifies Corollary 3. By careful observation, we see that R 2P max decreases to zero as twice faster as R DT max and R 3P max when the source powers tend to zero. Moreover, we also find that the asymptotical results are quite accurate when the source powers are low.
B. High Relay Power and Low Source Powers
C. Low Relay Power
In Fig. 8 , we compare the three schemes when the relay power is as low as -20dB. We find that the maximum secrecy sum rate of two-phase scheme is close to zero and direct transmission is better than three-phase scheme, which verifies Corollary 4. The reason is that the only link A ⇆ R ⇆ B of the two-phase scheme is very weak while there are strong direct links in the other two schemes with high source powers.
D. General Relay SNR and Fading Channels
We have considered the high relay power and low relay power case. In this subsection, we consider the general relay power. For this case, this is no asymptotic results and we perform simulation with 1000 different channel realizations (every entry of the matrices is generated from CN (0, 1) distribution) and obtain average secrecy sum rate. For the two-phase and three-phase scheme, the simulation results are obtained by Algorithm 1 and 2.
In Fig. 9 , we compare the average secrecy sum rates of the three schemes with varying relay power. The source powers are fixed at 15dB and N A = N B = 2, N R = 3. The average rate of the direct transmission scheme does not change with the relay power as the relay does not transmit in this scheme. The average rate of the three-phase scheme increases with the relay power and has similar performance with direct transmission at high relay power. For the two-phase scheme, as the relay power increases, the average rate rises from zero to as high as 2.2 bps/Hz. We can see that the two-phase scheme is much better than the other two schemes when relay power is high. The reason is that in this case, signal alignment can be achieved when P R is large as
In Fig. 10 , we plot the average secrecy sum rate versus the relay antenna number. The source node A and B both have three antennas. The relay power is 25dB and the source powers are 15dB.
From the figure, we see that the average rate of the direct transmission scheme monotonically decreases with N R . The reason is that the untrusted relay will be more powerful to eavesdrop the direct transmission signal as N R increases. For the two-phase transmission scheme, the average rate achieves the largest value when N R = 4. The reason is that when N R is small, the relay does not have enough abilities to help the two-way transmission and when N R is large, the relay will be more powerful to decode the received signals. For the three-phase scheme, the average rate also decreases with N R in this case.
VI. CONCLUSION
In this paper, we investigated a MIMO two-way AF relay system where the two source nodes exchange confidential information with an untrusted relay. For both two-phase and three-phase two-way relay schemes, we proposed efficient algorithms to jointly design the secure source and relay beamformers iteratively. Furthermore, we analyzed the asymptotical performance of the secure beamforming schemes in low and high power regimes of the sources and relay.
Simulation results validate our asymptotical analysis.
From these results, we can conclude that the conventional two-way direct transmission is preferred when the relay power goes to zero. When the relay power approaches infinity and source powers approach zero, the three-phase two-way relay scheme performs best. Moreover, when all powers go to infinity, the two-phase two-way relay scheme has the best performance if signal alignment techniques are used, which also lowers the requirement of numbers of antennas at the source nodes for security. APPENDIX A SECURE BEAMFORMING OF TWO-WAY DIRECT TRANSMISSION SCHEME For the two-way direct transmission scheme, the transmission consists of two time slots. In the first time slot, A transmits while B and R listen. During the second time slot, B transmits while A and R listens. The received signals at B and R in the first time slot are respectively given by
and the received signals in the second time slot are similar.
An achievable secrecy sum rate of this two-way direct transmission scheme given by [28] is,
We want to maximize the secrecy sum rate R DT s subject to the source power constraints. According to [33] , [28] and [24] , the optimal beamforming q DT i of the two-way direct transmission scheme is given by
and the maximum secrecy sum rate is given by
where the factor of 1 2 is due to the use of two orthogonal phases.
First, we consider the case where
Without loss of generality, we can express F i as
where V is from (23) ,
is unitary, and
. Therefore, we obtain (54) shown at the top of the next page. Therein, (a) is from the above property of
A is positive semidefinite matrix. We see that the information rate from B to A R 
We find that the relay power is increased when B i , c i , D i is not zero. Therefore, it leads to B i = 0, c i = 0 and D i = 0.
When N R ≤ N A + N B , we can express F i as
where V is from (23) , U i is
. Similar as the above case, we can prove that the optimal B i = 0.
To prove Proposition 2, we first substitute the upper bound and lower bound into (18) . After that, the proof procedure of Proposition 2 is similar to the proof of [24, Lemma 7] . In addition,
we assume that the entries of channel matrices are generated from continuous distribution.
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For fair comparison, we set P i = P 
